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Data-Analytics-as-a-
Service (DAaS)

Outsource: Data + Analytics Needs
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Analytics results

Data Owner (Client)
* Owns large volume of data
« Computationally weak

Examples of DAaS
Google Prediction APIs, Amazon EC2
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Cloud

* Computationally powerful
e Provide data analytics as a service
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Fear of Cloud: Security

Q: Rate the challenges/issues ascribed to the ‘cloud'/on-demand model
(1=not significant, 5=very significant)

Security '.-"4.15%
Performance

Availability

Hard to integrate with in-house IT

Mot enough ability to customize
Worried on-demand will cost more
Bringing back in-house may be difficult

Regulatory requirements prohibit cloud

Mot enough major suppliers yet

0% 10% 20% 30% 40% 50% 60% T0% 80%
% responding 4 or 5

Source: IDC Enterprise Pansl, August 2008 n=244
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Integrity Verification of the
result in DAaS Paradigm

 The server cannot be fully trusted

 We focus on result integrity
o The client should be able to verify that the analytics result
returned by the cloud is correct.
 Challenges:
0 Analytics result is unknown before mining.

o The client is computationally weak to perform
sophisticated analysis.
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Related Work

Integrity Assurance for Database-as-a-Service (DAS)

Paradigm

o Merkle hash trees [2,3], signatures on a chain of paired tuples [4],
challenge tokens [5], and counterfeit records [?]

Protect sensitive data and data mining results in the
data-mining-as-a-service (DMAS)
o Association rule mining [1, 6-7]

Integrity Verification in DMAS Paradigm

o Frequentitemset mining [8]
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Summarization Form

Training data: an mxn dimensional matrix X
Target lables: anm x I maftrix Y

Problem:
o Find the parameter vector 6 such that' Y = 6'X.

The solution: obtain 6* = (XTX)7 !XT Y.

This computation can be reformulated to compute
(1) A=X'X, and

(2) B=XTY.

In other words, compute

A= EET;I{IHT?::I and _B — E:,];l [Ityt}
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Importance of
Summarization Form

e Alarge class of machine learning algorithms can be
expressed in the summation form.

o Examples of summarization form based algorithmes:
o Locally weighted linear regression,

Nalve Bayes,

Neural network,

0
0
0 Principle component analysis,
0
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Summarization Form in
MapReduce

 Mappers:
o Each Mapper is assigned a split Xs € X and/or asplit ¥; C ¥
o The Mappers compute the partial values

A, = XTX, B, = X!Y.

« Reducers:
o The Reducers sum up the partial values As and Bs.
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Attack Model

e Non-collusive workers

0 Returnincorrect result independently, without consulting
other malicious workers.

e Collusive workers

o Communicate with each other before cheating.
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Verification Goal

. Verify the correctness of 4, = XTX, and Bs = X, Y,

« Formally:
o M: the correct matrix

o MYW:the matrixresult returned by the Mappers

MM

Y

o P:the probability to catch MW of precisionr <3, where p € [0, 1] is
a user-defined threshold.

o We say a verification method provides (a, B)-correctness

verification guarantee if p 2 a, where a € [0, 1] is a user-specified
threshold.

o Precisionof MW: r
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Architecture

e MapReduce core consists of one master JobTracker
task and many TaskTracker tasks.

o Typical configurations run the JobTracker task on
the same machine, called the master, and run
TaskTracker tasks on other machines, called slaves.

e We assume the master node is trusted, and is
responsible for verification.
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Overview of Our
Verification Approaches

e Catch non-collusive malicious workers

o When honest workers take maijority: the replication-based
verification approach

o When malicious workers take majority: the arfificial data
injection (ADI) approach
o Catch collusive malicious workers
0 The instance-hiding verification approach
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Catch Non-collusive
Malicious Workers

« When honest workers take majority

o0 We propose the replication-based verification
approach

 The master node assigns the same task to multiple
workers.

* The majority of workers will return correct answer

o Workers whose results are inconsistent with the maijority
of the workers that are assigned the same task are
caught as malicious.

o |If there is no winning answer by majority voting, the
master node assigns more copies of the task to
additional workers

VLDB Cloud Intelligence workshop,
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Catch Non-collusive
Malicious Workers

« When malicious workers take majority

o We propose the artificial data injection (ADI)
verification approach
« The master nodes inserts an artificial k x £ matrix Xa into

XS
Tip+1 - T pys
-
Tkp+tl --- Tk ptt

Ir1.1 R I1,p I1,p+1 P L1,p+£
X =X.0X, = : ; ; ; _

Tk R ILkp Tk,p+1 P Tk p+¥f
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ADI Approach (Cont.)

e Verification
o The master node pre-comAas = X2 Xa.

o After the worker returns A; — X;T X, ’Ehe master node
checks whether

o If there exists any mismatch, the master node concludes
with 100% certainty that the worker returns incorrect
answer.

o Otherwise, the master node determines ;rhe result
correctness with a probability p = 1 — 8¢, where B is the
precision threshold given in (a, B)-correctness requirement.
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ADT Discussion

o To safisty (Q, B)-correctness, it must satisty that

£ > \/[logs(l — a)]
Where § is the number of columns in the artificial
maltrix X, (the number of rows of X, is the same as thaf
of X).

* |t only needs a small £ to catch workers that
change a small fraction of result with high
correctness probability.

e Pisindependent of the size of the input matrix. Thus
our ADI mechanism is especially useful for
verification of computation of large matrics.
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ADT Complexity

 The complexity of verification preparation:
O(kt).

« The complexity of verification: O (k{?)

o K: number of columns of the input matrix X
0 L: number of columns of the artificial matrix X,
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Catch Collusive
Malicious Workers

o ADT approach cannot resist the cheating of
collusive malicious workers

« We propose the instance-hiding verification
approach.

o Before assigning X.to the workers, the master node
applies fransformation on X.by computing
b G R
where T.is a kxk fransformation matrix.

o Ts is unigue for each input matrix Xs.

o Then the master node injects the artificial data Xa info the

transformed matrix X's and apply the ADI verification
procedure.
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Post-processing

 The post-processing procedure eliminates the noise
due to the insertion of artificial matrix

e Non-collusive malicious workers

o For the ADI verification approach, the master node returns

AL = {Asli. 5]li. 5 € [1, ]}
as therearanswer o1 A, = XEXS

e Collusive malicious workers

o For the instance-hiding approach, the master node

computes A — {A:li, glli, 7 € [1,;1:!]}
o After that, the masrer ndade computes

AU = (TETs) A,
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Conclusion

o Result integrity verification of the result in cloud-
based data-analytics-as-a-service paradigm is very
Important

« We consider summarization form, in which a large
class of machine learning algorithms can be
expressed.

« We propose verification approaches for both non-
collusive and collusive malicious Mappers

VLDB Cloud Intelligence workshop,
2012 9/4/2012 @23



Open Questions

What will be the cost that our verification techniques will
bring to computations in real-world cloud, e.g., Amazon
EC2¢

Can we define a budget-driven model to allow the
client to specify her verification needs in terms of budget
(possibly in monetary format) besides a and B¢

How can we identify the collusive and non-collusive
workers, as well as whether collusive workers take the
majority, in a cloud in practice?¢

Can we achieve a deterministic verification guarantee
by adapting the existing cryptographic techniques to
DAaS paradigm®e
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