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Inference detection in databases — Motivation

Name | Rank Salary

John Clerk 38,000 Functional Dependency
Mary | Secretary | 28,000 Rank => Salary
Chris Secretary | 28,000

Joe Manager | 45,000 Security rule

Sam Clerk 38,000 % Name and Salary
Eve Manager | 45,000

SELECT Rank, Salary SELECT Name, Rank

QU row Employee Q2 rox Employee

John, Clerk = 38,000 % |
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Protect a single database against inference attacks.

User Data Processor
Data Controller

Tyrone S Toland et al. (2010). Yu Chen et al. (2006).
“The inference problem: “Database Security Protection
Maintaining maximal availability Via Inference Detection”. In:

in the presence of database | f Intelligence and Security

updates’. In: Computers & n erer_]ce Informatics. Berlin,

Security 29.1, pp. 88-103 detect|on Heidelberg, pp. 452-458
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Challenges

e Identify similar instances.
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Hypothesis
e Data controllers collaborate
with our system.
e The system is centralised to
extend the solution of Chen
et al. 2006.
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Chen et al. 2006 — lllustration

Inference channels within a database: Example of a SIG

0 I
8; Tma 0% | unknown
° e 0% | short
[LAx PARK SQ FT 0% | medium
100% | long
'-AX ELEV_FT R1 RUNWAY LENGTH]4—[C57MIN7LAND7DIST]
LAX _ TAKEOFF_LAND.. Rl RUNWAY WIDTH J«—{C5_MIN_RwW WIDTH]
41.7% | small 0% | unknown
58.3% | large 0% | narrow
Y 100% | wide

Inference threshold set to 70%.

Dependencies between instances of the Los Angeles airport database.
LAX is an airport, R1 a runway, and C5 an aircraft.
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