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" Introduction

Business intelligence (Bl) and data analytics have been an
ever-growing trend in

@ Business
>

ray ...

Finance Telecoms Insurance Logistics

Agriculture Medicine Health Environment

& Non-business

DATA WAREHOUSE
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- " Introduction

On-Demand Self-Service
Broad Network Service

CLOUD COMPUTING

Resource pooling
Rapid Elasticity

Characteristic _
of Cloud Computing
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" Introduction

Cloud Computing

CLOUD COMPUTING

o High security
o High performance of data analysis

° High costs of implements, maintenances...

DATA WAREHOUSE
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" Introduction

« o Low security [

o Low costs of |mplements maintenances...
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" Outline

Introduction Problems

- Data warehouse { - Cloud data warehouse
- Cloud computing ! ‘

Scheme ll ) Security analysis &

_ Sharing a data performance evaluation

warehouse in the cloud
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Scheme |

-Anew (m,n,t)
multi secret sharing

Conclusions

- Conclusions
- Future researches



~0" Problems: Cloud security issues

\aoun DATA WAREHOUSE/

Cloud service provider policies Characteristics of cloud architecture Inside-Intruders  Qutside-Intruders
Service provider staffs
/\ & other customers
Policies for Control & modification policies Grid Virture Virture .
taking benefit _— n I machine  Network EStabI'Shei on
n
€ChNOIOBY  technology technology networ
Accidental plans Intentional plans
Services, network, electrical failure... \
+ + +
Delete é
unmodify é é
& unaccess Data loss & damage Data loss & damage Data alteration & damage Data alteration & damage
data Service down Data transfer bottlenecks Data pilfering Data pilfering

Service down

Data availability Data integrity Data privacy
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" Problems

CLOUD DATA WAREHOUSE

o X
Q Data Privacy

Q Data Availability e

0 Data Integrity Q Data Analysis
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- " Related work

Data Integrit
o grty Synchronous Asynchronous  Semi-synchronous
- (@ pata Privacy
() pataanalysis ~ Datareplication ()
e A |
k-anonymization QQ Related 0 Inner code verifying
> Data anonymization — N — Data Verification <

[-diversity Outer code verifying

 Datasecurity

(By encryption)

A partially HE A fully HE Secret sharing Multi-secret sharing Verification secret sharing
(SS) (MSS) (VSS)

O 0 O 0 AL P
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DDD' Scheme-I: A new (m, n, t) multi secret sharing scheme

- @) pata Availability
0 Data Integrity
() pata Privacy
() pataanalysis _
. ! I
k-anonymization I ifyi
, Related 0 Ay nner code verifying
Work — Data Verification
[-diversity \ orks : Outer code verifying
~ Datasecurity
(By encryption)
 enepionit) =

A partially HE A fully HE Multi-secret sharing

(MSS)

O 0
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DDD' Scheme-I: A new (m, n, t) multi secret sharing scheme

Principle: share data over several cloud service providers
(Each provider will only store part of the data which will also not be
exploitable neither by the provider nor any intruder.)

4
(m,n,t) MSSS  Lmmg, SCTVice

Provider n

Service
Provider 1

Service
Provider 2

Service
m = a number of Data. Provider n
n = a number of cloud service providers (CSPs).

t = a sufficient number of CSPs for reconstructing data.

Service

QData Privacy QData Availability 0Data ntegrity QData analysis Proyi Provider 1
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DDD' Scheme-I: A new (m, n, t) multi secret sharing scheme

How to encrypt data?

data are organized into blocks.
Each block is encrypted and decrypted all at once.

- All data in the block are encrypted by mapping them and their
— signature to coefficients of a polynomial equation of degree t — 1.
4
(m,n,t) MSSS L J Service

Provider n
Service

Service Pravider 2 Create a signature s_in; by a hash function
Provider 1

How to verify the correctness of data?

Create a signature s_out; by a hash function
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DDD' Scheme-l: A new (m, n, t) multi secret sharing scheme

[dl Idz 1 [dt- Idt Idt+11 PZt zI Idm]
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Sharing Process

(da [do | - Jaapim)  [a Jae] - Jzeo s im)

oo [ . Jaufm)

€ Data are organized into blocks.

e Create a signature in each block.

9 Encrypt data and a signature in »
311 621 .. 3112 82‘2 e |€p2 61,."182‘" .o eo‘n

each block by Polynomial equation. ? é +

Create a signature of each

\/4
encrypted data. (1.4 e.,,‘ uen ez |eaz | - |eoz) einle2a] ~ |eon
[ N N ]
5_1,11‘ 5— s;lil] 5—101211‘ 5- aul IS oul ] S_f:t S—zt:t':tl . 5—::!
\ ] \ J \
Store in provnder 1 Storein prowder 2 Store in p'rovider
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W am
& : DDD. Scheme-I: Anew (m, n, t) multi secret sharing scheme

&
O
< .
< e\ .
&
‘ L 2 [31,1 32,11 eo,l] €12 3221 Ieo,z €1n ez‘nl e‘,,u]
.r (m, n, t) MSSS S—out S—outl s-om] S—out |5- .m:l ]

[ N )
S—out S—out | S—out v [ S—out
1.1 2,1 0.1 1.2 0.2 in 2.n o
J

Service ’ {ff.' ‘ | ) ! | ! | )
Provider n "”lshares Store in provider 1 Store in provider 2 Store in provider n
°

B Serwce Service
Tovide, » Provider 1

Reconstructing Process

o Select t CSPs from n CSPs

9 Verify a correctness of encrypted
data in each CSP.

e Transfer encrypted data to user.

e Compute original data and
a signature.

9 Verify the correctness of data.
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DDD.' Scheme-II: Sharing a data warehouse in the cloud

Original data Encrypted data at CSP,

124 (ooypo3paas——>{(33)) (92

(6,6),(10,3),(10,3),(0,0) (0,0) (10,3)

Encrypted data at CSP, Encrypted data at CSP,

name
(9,2) 124 (2,2),(0,0),(0,0) (1,1)
125 (2,2),(5,5),(5,5),(0,0) (3,3) (7,0) 125  (12,5),(11,4),(11,4),(0,0) (11,4) (7,0

124 (6,6),(6,6),(2,2)
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DDD" Scheme-Il: Sharing a data warehouse in the cloud

Data Analysis over shares
Can analyze data (search and aggregation operations) over shares while not
decrypting all data first.

Original data Encrypted data at CSP,
name salary id name salary | sex
124 Bob 75€ M 124 (0,0),(10,3),(11,4) (3,3) (9,2)
125 Anna 80€ F 125 (6,6),(10,3),(10,3),(0,0) (0,0) (10,3)

Select name from customer where sex="M".
At CSP,: Select name from customer where sex=9".

Select avg(salary) from customer.
At CSP,: Select avg(salary) from customer.
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— 11" Security analysis and performance evaluation
U

Cost analysis

- Time complexity
- Stored data volume

Reliability analysis

| Security analysis
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" Security analysis

» Neither the CSP nor any intruder can decode the original data from only one share.

» ltis very difficult to retrieve shares from all CSPs’ by attacking them simultaneously.

» In the case that an intruder can steal shares from x CSPs such that x < t, the
probability of discovering bj is very low.

Scheme I: 5 X is a number of pilfered shares.

e Scheme I p

2t—x—1

(Probability of discovering b;) (Probability of discovering the original data)
-~
1E-20 1
1,00E-05
1E-40 mt=3 m t=3 and P=65521
_ 1,00E-08
1E-60 | =t W t=4 and P=1021
Ht=s 1,00E-11 | I . mt=5and P=251
1E-80 | m1=6 mt=6 and P=61
= 1,00E-14
nt=7 mt=7 and P=31
1E-100
1,00E-17
1E-120
1 2 3 4 5 6 7 1,00€-20 7 —
(Number of pilfered shares) ! 2 3 4 > 6 ’
P — 41999999929 (Number of pilfered shares)

Probability of discovering an original data block from some or all shares
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- Reliability analysis

» Data availability: Our schemes guarantee the user can reconstruct D if t or more
CSPs are honest and their shares are accessible.

» Data integrity: Our schemes can verify both the honesty of CSPs and the correctness
of CSPs’ shares.

» Datarecovery: If some shares are erroneous (lost, damaged, alternative...), they are
reconstructed from t other shares.

(Probability) (Probability)
0,03 0,0015
0,03 1 0,0012 -
0021 0,0009
0,02 - wt=3 w3
0.01 mt=4 0,0006 - mi=d
0,01 - 0,0003 -
0,00 - 0 .

7 13 31 61 127 251 7 13 31 61 127 251

p (Controlling a size of encrypted data) Size of signature

A size of signature is 7 p =125 (Controlling a size of encrypted data)

Probability of incorrect data not being detected (false negative)
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DDD" Cost analysis: Time complexity

The time complexity in both schemes

» The time complexity of the data sharing processis 0(otn)

» The time complexity of the data reconstruction process is 0(ot?)

The execution time of Scheme-Il: in the data reconstruction process, the execution
time is about 3:04 seconds, and throughput is 336 MB per second whenn=4and t = 3.

(Execution time (seconds))

5

4

3

2

5

4
M Sharing process
7 W Reconstruction
process
3 4 5 6

w

N

=

n (A number of CSPs)
n=t

(Execution time (seconds))

il

n (A number of CSPs)

Probability of incorrect data not being detected (false negative)

EIC EDA 2013- Sharing-based Privacy and Availability of Cloud Data Warehouses

mt=3
mt=4

20



- " Cost analysis: Stored data volume
U

The Stored data volume

» The Stored data volume in Scheme | is indeed lower than on||P||

» The Stored data volume in Scheme Il is indeed lower than on||p||

For example, with Scheme-II: 32 bits unsigned integers

(It are shared among 6 CSPs and 5 CSPs are sufficient for reconstruct them. Let ||pll = 9 bits.)

» The volume of all shares is lower than 1x6x9 = 54 bits.
» The volume of cach share is lower than 1x9 = 9 bits.

(Volume of each share (GB))

1,80

By implementation of Scheme-lI: 160
» The volume of all shares is zgg

greater than the volume of D but less than Dx2. EEEE
» The volume of cach share is o

0,00 4

lower than the volume of D.

m All shares

m each share

3 4 5 6 7 8 9
n (A number of CSPs)
n=t

Volume of shares with Scheme-II
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" Conclusion

Our schemes
ilabili Scheme-|
Data Availability
Q COSTS A new (m,n,t) multi secret sharing scheme

- Stored data volume

o Data /ntegrity I - Time complexity

@ Data Privacy - Transferred data Scheme-li

() Data Analysis volume Sharing a data warehouse in the cloud
Future researches

O pata availability Advanced Data Analysis

0 Data /ntegrity COST

0 Data Privacy - Sophisticated :‘:\ggregatlons + losing data volume

- Complex predicates of all shares
() Dpata Analysis @ (conjunction, negation, disjunction...)
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Thank you
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