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B Business intelligence as a service
W Data security in the cloud
B Data access performance
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™ From grandpa’s data warehouses...

datawarehousing101 wikispaces.com

Proprietary
data
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Well-identified
users

In-house storage
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danbrintwordpress.com
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Proprietary

Cloud data
warehouse

[Collabo
rative]
analyses

[Collaborative production]

Elasticity + pay-as-you-go — gradual investment

Situational
data
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~ 1™ New data, new usages

Self-service BI

Self Open
data data
Personal BI Crowdsourcing
Situational
data
Cloud intelligence
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1™ New problems
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=) Security

Privacy

Availability

Data source elasticity

Cloud

Economic model
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" Let's play! . Functional architecture

Keyword search
s it good enough? _ (@) Quality constraints

@

Source Discovery
& Selection €

Googse

Fusion tables

Coffee worldwide 2011 DJI - demo data

Dow Jones Industral- data

3)

x
ools Help | =Rows 1+ ® e
File Edt Tools Help e R | = &l Queﬁ 8
Country Poplation o fiers applied Data Acquisition [l ment #
Austria 8,355,260 00020537 B W of recall and pggcision| g
Estoria 1,340,415 <Topan Tiigh ~Tiow i
Beigium 10764628 2043 2246 F
Germany 81,882,342 i 54004 a5 % Queries
Bugeria 7808551 — . 2814 2014 l Sources
ofpns) 700,080 19281004 27.75 2253 F ¥ Mappings
Ceech Republc 10476543 19281005 20000 203,08 E Cub
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=% Blin your pocket

Non-expert

A. Abello, J. Darmont, L. Etcheverry, M. Golfarelli, ..N. Mazon, F. Naumann, On-demand analyses

T.B. Pedersen, S. Rizzi, J. Trujillo, P. Vassiliadis, G. Vossen, *Fusion Cubes:
Towards Self-Service Business Intelligence", International Journal of Data
Warehousing and Mining, Vol. 9, No. 2, 2013, 66-88

a

W Search engine-like querying
W Drill-beyond

B Near real-time

B Collaborative

Data warehouses/ OLAP
Semantic Web

B Extensible schema =
.
® Document management
-
a

B Extensible instances

Data mining
Social engineering

B Drill beyond Open issues

(situational data) Advanced data model, query algebra

B Near real-time Tradeoff between data sharing and privacy

Formalization collective intelligence, interfaces
Economic model
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Network transfer

Network transfer
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" The harder we fall

Cloud computing Intruders

Cloud service provider policies

Senvceprovidrstafs
Batnarcstoners

= = = =
‘taking benefit Control & modifcation po Grid i il Established on
ing ben o~ machine  network
technologY  tochnology technology "™
Accidental plan Intentional plans.

Delete
unmodify
&unaccess  Data loss & damage Data loss & damage
Service down Data transfer bottlenecks.
Service down

Data alteration & damage
ta pilfering. Data pilfering

Cloud security issues
Slide by V. Attasena
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What can we do?
Data replication ~ © Inner code
k-anonymization verifying
> Data anonymization Data verification
Ldiversity 00 Outer code
Data encryption O verifying
Homomorphic Incremental Secret sharing
encryption (HE) encryption 090
Partially HE Fully HE Secret sharing (SS)  Multi-secret sharing Verify secret sharing
00 (mss) 0
0.0 000
(@ Data Availability () Data Integrity () Data Privacy () pata Analysis
slide by V. Attasena
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. Share to better hide

Adi Shamir, "How to share a secret", Communications of the ACM , 22(11), 1979

W Sharing: t points = polynomial f of degree t-1

) Secret = constant term

1 nshares f(i) fli) n=6t=4
60
6,52
B Reconstruction: f ]f
Lagrange interpolation ©
) Oonly 1 polynomial p(x) s.t.
degree(p(i)) < tand p(i) = (i) 20 (5,1a)
_J Secret = p(o) Datoa = 40_.‘_1’;*'] (4,-4) ;
1 4 6
20 (2-4) (3-8)
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(7" Back in the cloud
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Data volume
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Provider #2

Provider #n
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1™ 1%t approach:

bpVSS

LN
csP,
I -
cese
Shared table 1 Shared table n

Secret sharing

Slide by V. Attasena

Original table
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¥ Reconstruction

Share & ts
outer signature

Verify shares

Yon

Select t from n shares
tselected Shares

Digits of base-p integer
& nner signature

Shared table 1 Shared table n

Secret sharing

1]
slide by V. Attasena
Original table
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Let’s share a database!

o
i 124 shirt Red 1 135 135,,——>252,
125 Shoe AL 2 Ky N
126 Ring ym 1 142 i i 2
] £,

[ o—
Shares 124 (3110213616} (10,111) (27,2622} {212} 1
atcspr | 125 (11017260 (1021 AU nuLL 2
Jos ke i) N Lt 1
1 124 @#027102821) 02031) (327,200 (320} 1
125 @0273127) 0212 nuLL UL 2
126 (331026200 B040)  NUL NuLL 1
Py
124 (013202823 030331 (92722 (622) 1
125 {30,13,19,17} {0,342} NULL NULL 2
126 (92018120 @132)  NUL nuLL 1
1 124 (4218214022} 84102} (92722} @22} 1
125 (4142327 @432)  NUL m 2
126 (921189 @134 NUL o 1
@
Shares | 120 (3816274222) (44222} (303228)  (0.23) 1
atcses | 125 G4162332) G132 AU UL 2
126 (027,912 (02420 NUL nuLL 1 a 0
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~ ™ Access to shares

Verify shares

CSP, CsP,
Slide by V. Attasena -

Select t from n shares

SELECT P.ProdName, P.ProNo, ﬁ ssee
C.CategoryName, C.CategorylID, | Query result1
SUM ( P.UnitPrice + P.tax )
FROM Product AS P
JOIN  CategoryASC
ON P.CategorylD = C.CategorylD
GROUP BY P.CategorylD

Query resultt

Secret sharing

Query result
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. Cloud cubes

Time Product

Aggregation Signature

1 X

T
[Vean [ ot | Datep | categoryi | roato |
ALL ALL ALL ALL ALL

#2 AL ALL ALL 1
#3 ALL ALL ALL 1
ALL ALL ALL 1
ALL ALL ALL 1
ALL ALL ALL
#4 1 ALL ALL ALL
#5 1 1 ALL ALL
#6 1 1 1 ALL

83231
ALL 26701 18254 23 54
1 8958 7113 80 23

2 4348 1844
ALL 44574 54542 32 23
ALL 21158 8954 45 97
54 4504 23 67

ALL 97

Slide by V. Attasena
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Volume--
Privacy++
Availability++

Shared table 1

Price-- Secret sharing

Index server(s)

Original table
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. How does it work?

PmNu
shirt Red 1 135

| sharesatcsp1

= 0 128 (46.2/72.0;73.3;804:86.9) (449,68.4:67.1) 1 -1103
s T e 12 1 5.2500,2180) | NOLL 1 e
126 Ring. NuLL 1 142

| ot 2 07
Type | Indices on index server NULL 1 1962
124 10101
125 01110, Shares at CSP3. |
a26] 41010 124 {94.6;121.4;122.6;134.1;136.7}{93.3;117.5;116.3} 1 160.9
00 125 {59.1;80.7;87.9;77.6} NULL 2 119.7
Shore
160
w0 | i
Paeue are 125 {-52.6;-32.0;-25.1;-35.0} NULL 2 53
seudo /‘ 126 {-431.1;-786.5;-863.8;-755.6} NULL 1 -1358.7
5 share
I\ /&
HE(K) HF,(ID,) HE,(K,) HF,(ID,) “WF,(1D,) HF( 4 HF,(ID,) F
80 [ shares at cses |
Share ProNo| P,
160 X124 (37.1757.9,588:67.8:69.7) (36.1:549:539) 1 885
. Slide by V. Attasena
EfiC seifservice BI- 1. Darmont 2017 30




30/05/2017

erformance

ecurity people erformance

ecurity people

. . s .
= Us against the rest of the world =" Data sharing
_-__ Execution time (min) Data sharing cost ($)
Data Data  CSPgroup Inner code  Outercode Querying ~ Updating
transferring  Storing cheating verification  verification  shares shares. 60 &) 0,15
L}
Al Al only Al only only Al only 3842 Userjaiclou
approaches approaches  fVSS  Approaches [21][58][60] bpVSS, fVSS approaches  fVSS -
bpVss, fuss 20 4035 0,10 0,0935 0,0933 B
30.05
27.05
Positive Integer, Reals, 596 23.62
integers,  Positive | Positive | Positive  Positive  Positive |  Characters, 20 - 0,05
Character, integers "B integers | integers integers integers | Strings, Dates,
Strings, Booleans.
46,58 21,08 34,14 16,98 16,98
Updates 0 0,00
Exact match queries o & o N N o & & > N
" o 2 R 2 o &£ 2 Ky & o
Range queries & & &, & g & 3 &
Aggregation queries & ® &F S &
Grouping queries
‘. Slide by V. Attasena . Slide by V. Attasena
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siide by V. Attasena " Let’s experiment! : LE Secret reconstruction
Approaches: Parameter settings:
Q Thompson et al.’s [58] n=5,t=4, |signature| = |data|/2 L . .
O Hadavi et al’s [60] Execution time (min) Data reconstruction cost ($)

Virtual machines:

45 0,45
User m Cloud

Q bvss
Q fVss-l (Balance share volume strategy)

0,3964
0 fVSS-Il (Unbalance share volume strategy) Thompson 35 3 34

Hadavi M3 M3 M3 M3 M3 M3
Benchmark: = * 24

. bpVss M3 M3 M3 M3 M3 -
Star Schema Benchmark (SSB) fVss-I M3 M3 M2 M1 M1 M3 18
SSB database: 757 MB . 15
Share volume assignment:
Measurements: Number of shared records (% of original)
O Storage volume o LB N8 &b
0 Data sharing time Monetal & o \ N o N S
= 7 Hadavi 100% 100% 100% 100% 100% & 3 & o > & o N
O Data reconstruction time [~ costs b:\/;;' O&Q" Q:P vé NS é’q ﬂgé & @"q*
0 Data access time fVss- 60% 60% 60% 60% 60% &
Q Data transfer volume fVss-1i 81% 81% 60% 39% 39%
. . slide by V. Attasena
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. »e
Storage -L° Query response
Storage volume (GB) Storage cost ($/month) Execution time (sec) Data access cost ($)
45 0,6 600
4.14 Shares W Others ;5582 511 = User m Cloud
> 22,3 227 o 0,3023 ¢ 7973 0,3168
. 0,2651
1,5 0,2
757MB
87 1
1 142 14 00
N & S 5 b N & & 5 N N & & S N N
£ ¢ & S & ¥ & & S P £ ¢ & ¢ P F &
«® & Iy & & & & o 8 e"?* & & & & & F e
& N
Slide by V. Attasena . Slide by V. Attasena
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. ™ Network transfers

Unmodified

Data transfer volume Data transfer cost ($) I%MS

CrypiDB

1GB
ame Shares m Others

24vB
v 140':'3
1MB

7KB
1KB

< Trusted P = = Untrusted mm me o

Onions of Encryptions
K

K

each " oPe Onion Search
144MB  12MB  4MB  126KB  114KB. value ‘ OPE-JOIN OR
value
S ] b S 3 > 2 L [ ] High securit
& P é“' éf;‘" é"q* é" Q\&"* 6{.}2’ e HOM H'gh ) |
& A * S (it vae | igh storage volume
©Onion Equality Onion Order Low response
Onion Add
= Slide by V. Attasena .
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& What next? . Secure Secret Splitting Scheme (S4)

v,

Objective: replace HOM

W Lower storage volume

@ Higher response

W Security not degraded too much

Data sharing Risk of data loss

W Each secret vj is split into n = k splits
or pilfering i 15 5P P

W k — 1splits are stored at a CSP's
W k" splitis stored in a trusted machine
W k™ splitis the same for all secrets (vy)

Slide by S. Sobati Moghadam
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~" Another solution 0. Sy splitting process

@ Random polynomial
Secure Database Management Systems B Evaluatedin k- 1points

~J Random positive integers X = {x1,X3,..., X—1)

vundeumck ¢
rypted query
—
encrypted results y 5
ncrypted DB . SiDu0e @)1 o 0,v;

(%, vk)

o st oo T g2 i
css.csail.mit.edu/cryptdb/ s ol g ' X1 2=="%s b e B
: A Side by 5. Sobati Moghadam
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erformance

[ ecurity people

- " Sy reconstruction process

Original data

Lagrange Interpolation

v

EfiC seif-service BI-J. Darmont 207

Slide by . Sobati Moghadam a3
ecurity erformance people
. . . .
- Aggregation queries with S4
ek 2% it ®- it 0 spit
Thesame
Original Fated
data secrets
k — 1 attributes
at the CSP's
E’ic Self-service Bl - J. Darmont 2017 Slide by S. Sobati Moghadam 44
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~ 1™ Sy security assessment

B Secure against honest but curious provider
[ Private key needed to recontruct the splits

B Sy reveals linear combinations of splits

B Security is not guaranteed any more if an adversary
knows:
() Some secrets
0 Their splits

O Adding noise shall make this much more difficult

Blic seifservice BI- . Darmont 2017
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1E405

s8]
16404 - | E54(k=16)

16403 | | BSa(k=6a)
# Paillier

16402

Time ()

16401

1E400

1E01
100000 1000000

Number of records

Splitting/encryption time

E’ic Self-service Bl - J. Darmont 2017

Time ()

16404

EETY

18403 | pssgeer)
ms4fhe32)

AEi02 Bsalkese)
Opailier

1E401

1E400

1E01

1602

1000 10000 100000 1000000
Number of records

Reconstruction/decryption time

Slide by S. Sobati Moghadam
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Storage overhead

E’ic Self-service Bl - J. Darmont 2017

1/00+01
1000
1/00E+00
100
g 1/00E-01
£ o _ msa(kese)
S % vooean | | @Paller
LI E
1/00E-03
o1
1/00E.04
o/or
1/00E-05

Summation execution time

slide by S. Sobati Moghadam
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:g Pay more for better... performance Eg Transfer cost

Ascending Descending
from an economic +
point of view = Ct (A)
EC2
‘ 0GB-1GB 0
= 1GB-10TB $0.12/GB
- > W D:Dataset
10TB-40TB 0.09/ GB
/ 1 ® 0:Query workload SuE)
o @ A:Query answer
Elasticity Pay as you go
[EtiC selfservice 81— Darmont 2017 a9 Efic seffsenvice 81- 1. Darmont 2017 52
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- Le'ts be pragmatic! . Computation cost
B Indices —
B Caches ng njc Processing time
B Materialized views
e Ce(Q10) = ) (00 1G) x € (1)
B

i=1j=1 Rental cost

B Q={Q}/i=1..ny: Query workload
W [C={/C}/j=1..n;: Configuration of computation instances

/7

Costglobal = COSttransfer = COStcomputation = COStstorage

Efic selfservice Bi-J. Darmont 2017 50 Eic seffservice BI- . Darmont 2017 53
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1 Problems & contributions - Storage cost
) . — 3
Select views to materialize Multicriteria optimization
olume os

—~— s 0TB-1To $0.140/ GB

100 10p 1oP oo ., 1TB-450To $0.125/GB
e,
~ === 3

N ° > » e, np Storage cost Storage duration

— N — .

D) = ) (D) x (D)
k=1 Data size

B Flexible pricing models
W Cost models for view materialization
B Optimization process detailed model

e

® D={D;}/k=1.np: Données stockées par périodes de temps

[Efic self-service Bi-). Darmont 2017 51 EfiC seifservice BI- 1. Darmont 2017 54
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. Computation cost with MVs . Optimization problems

Processing time

C(Q,V,IC) =T(Q,V) x c.(ICy) X ny¢

Find a set of materialized views V [ V,

cand

Rental cost o MVz | Mmv2
) Minimize T, L) Minimize C
T(Q' V) = Tproc(Qr V) + Tmat(V) + Tmaint(V) [ Constraint: C < C,,,, U Constraint: T, < Ty
Query execution Materialization ~ Maintenance
™ Q:Query workload 8 MVv3
@ V:Set of materialized views 7 Minimize o x Tooc + (1-0) X C
® /C: Configuration of computation instances
E’ic Self-service Bl - J. Darmont 2017 55 E’IC Self-service Bl - J. Darmont 2017 58
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- Storage cost with MVs .~ Environnement expérimental

® Data:5.5GB

Star Schema Benchmark ® 4 series of queries

4

Storage cost Storage duration

Cs(D,V) =cs(s(D) +s(V)) xt

Data size

.
&

2GBRAM
8GB disk
Hadoop 0.20.2

Pig0.9.1
® D:Dataset

® V:Set of materialized views

VM20

®  Quad-proc 800 MGhz
® 96GBRAM

P1 P2 P12
56 [Etic seffsenvice 81— 1. Darmont 2017
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~1* Optimization process -L° Parameters

e ( \./ie.w se:ecti.ol: : Experimentation period: 1-24 [12]
~——— existing algorithm

(months)

Linear programming

Workload frequency: 1-5 [4]

Number of nodes: 5-20 [10] (per week)

[Efic self-service Bi-1. Darmont 2017 57 Eic selfservice Bi-). Darmont 2017
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" Experimental results

Performance gain: 110 %

oMine
aninT
resTaEuaC

* pas dropamisation

Terps deréponsa (heures)
e BB E&EB S

omine
aminT
L0sTROAC
*Pas doptimisation

Cost gain: 30 %

[Efic self-service Bi- 1. Darmont 2017 61

erformance people

;g What (should have we done) next?

View materialization

More pricing models —
P g Cost optimization

-
y amazen

Google

laas

@ Cloud Services

vmware
vSphere

ORACLE’

[Efic self-service Bi- 1. Darmont 2017
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~™ Something newer: Data lakes...

HOW DO DATA LAKES WORK?

a water body, a lake, fling up. and flows out.

e incoeming fow represents
mustple e ata cecives anging
from emais, spreadsheets,

6 content, et

STRUCTURED DATA

UNSTRUCTURED DATA
1 8w, cosseed dals
= e

5908 les
& Imoges, viden and mullo
5 Socel ks ook

© s v

Tavough this process. you are
bl 1511 lhrough 3l (o
data qulcly o gain bey

s Insights.

2 www digitalnewsasia.com
E’IC Self-service Bl - J. Darmont 2017 63
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(7" ...or Data swamps?

As his data lake slowly turned into a
data swamp, Carruthers regretted
not investing more in data quality...

timoelliott.com

Eic seifsewice Bi-). Darmont 2017 65
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(7" ...or Data swamps?

As his data lake slowly turned into a
data swamp, Carruthers regretted
not investing more in data quality...

timoelliott.com

S_Product_Main
H_Product SID (FK)
Date_Time_Stamp.
Product Name

Color
Other_SCD1_Attributes
:_Efectivily_Date
Record_Source.

Eic selfservice Bi-). Darmont 2017

people

Er‘.. Data VaUItS (see also anchor modeling)

N L_Product_Prod_Cat
Links L_Product_Prod_Cat_SID

H_Product SID (FK)
H_Prod_Sub Cat SD(FK) .-
Date_Time_ Stamp

Record_Source.

Hubs @
ot L_Prod_Cat_Prod_Sub_Cat
Record_Source L_Prod _Cat_Prod Sub,_Cat SID
H_Prod_Sub_ Cat SID (FK)
5 HProd_Cat SID (FK)
S_Product Expanded Recot Sourca
H_Product_SID
Dat T S S_Prod_Category
Description 3 H_Prod_Cat SID (FK)
$ Date_Time_Stamp
Width H_Product_Cat Prod_Cat_Name
Ot SCO2_Atoutes H_Prod_Cat SID | Destpton
Bus_Effectivity_Date Product. Code Bus_Effectivity Date
Recard Source fe ik Rocod Sourte
Record_Source
hanshultgren files.wordpress.com 66

11



erformance people

[Efic self-service Bi- 1. Darmont 2017

67

erformance people

- " Ongoing research

@ Data vaults as a storage solution for data lake metadata

53.amazonaws.com

@ Performance comparison
[ Metadata stored in a relational data vault
[ Metata stored in a NoSQL DBMS

Efic selfservice Bi-J. Darmont 2017
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" Motivation, action!

The term “data-driven innovation” (DDI) refers to
the capacity of businesses and public sector bodies to
make use of information from improved data
analytics to develop improved services and goods
that facilitate everyday life of individuals and of

organizations, including SMEs.
B 2016 &
) Preproposal
Proposal ‘@
...but good reviews
B 2017
— Preproposal &

L
2 Proposal d
-

BEiC seff-service 8- 1. Darmont 2017 70
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Self-service Bl

Active

Bldpeople SMEs Organizations Independents citizens

Eic seifsewice Bi-). Darmont 2017 n

erformance people

www.businessmarches.com
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Bl4people in SaaS mode " Scientific locks 2/3
Dataviz
. Semantic Automatic . W Existing tools are for experts (again)
2 data A tavE - B Few thingsin BI/OLAP
g integration '
§ :> Datamart ‘:‘> 1
©
g Auts ti Simple
3 utomatic
8 modeling . OLAP o Tool appropriation

W Characterize user manipulations

ITi ibed in UX! W Data to knowledge transformation process
jargon proscribed in UX!

[EtiC selfservice 81— Darmont 2017 73 Efic seffsenvice 81- 1. Darmont 2017 76
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. Where are the big data? - Scientific locks 3/3

Collaborative

o 5 ® No technical solution for collaborative analyses

M ® Knowledge coconstruction

Data privacy

B Distributed computing
B Security/functionality tradeoff

[Efic self-service Bi- 1. Darmont 2017 74 Eic seffservice BI- . Darmont 2017 77

écurité

erformance [ people erformance people

~ Scientific locks 1/3 . Work packages

Dissemination,
exploitation

Source data

W No explicit schema WP1 WP8

W Heterogeneity is Coordination

Structural Automatic
=7 ) Semantic arehousing Wp7
i xperimental
Automatic modeling i n[ WP5 WP4 WP6 ] vZIidation

e @ o B Inadequate existing solutions

B Performances
©0

aborative  assistant
analysis

[Efic self-service Bi-). Darmont 2017 75 Eic selfservice Bi-). Darmont 2017 78
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O Alittle agility

Face au monde qui change, il vaut
mieux penser le changement que i
changer le pansement. b
Pierre Dac & Francis Blanche

AGILE
PROCESS
Program testing can be used to show Lo
the presence of bugs, but never to
show their absence.

Edsger Dijkstra

www.devision.com

[Efic self-service Bi- 1. Darmont 2017 79
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— iy . ¥ WP2 Automatic data warehousing
E =

B Tabulardata typology

Insit de Recheche n nformaias de Tolouse

B Generic model for representic tabular data E_lc
B Automatic process for warehousing tabular
data .
TRIMANE
Efic selfservice Bi-J. Darmont 2017 80
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1™ WP3 Collaborative analysis

écurité

erformance

30/05/2017

people

.~ WP4 Dataviz assistant

o
o°l,
@ User context definition

@ Dashboard representation

BEiC seff-service 8- 1. Darmont 2017

W Typology of collaborative approaches in Bl E—C

® Design and implementation of a
collaborative analysis framework i

TRIMANE

[Efic self-service Bi-). Darmont 2017 81

@ Design of elementary OLAP visualizations

# Dataviz recommendation algorithms

@ Dataviz user appropriation study

LI

82
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. WPs Privacy by design

data

Eic seffservice BI- . Darmont 2017

@ Transversal design of data privacy

@ Cryptographic protocol that allows shared
analyses without disclosing fine-grained

Eiic

83

erformance
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. WP6 Experimental validation

@ Field testing

EfiC seifservice BI- 1. Darmont 2017

@ Unit testing, integration testing

- -
[}

Institde Rechrch e Ifarmarique do Tovksse

U s

84
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| ENTREPOTS, REPRESENTATION
INGENIERIE des CONNAISSANCES

- ° WPy Appropriation evaluation

W Protocol definition

W User observation elico Simplicity is the ultimate sophistication.

Leonardo da Vinci

@ Post-observation interviews

A
W Cross analysis of transcriptions w.r.t.
transferability
= g ggllvveonusné
E’ic Self-service BI - J. Darmont 2017 85 Y 88
. aa W écurité = erformance people
- Objective — Deliverable
B Preindustrial prototype
B Opensource "
. . /
B Valorization
(_ Service in MesInfos SlNF[]S
. Maybe more... L
TRIMANE
E’ic Self-service BI - J. Darmont 2017 86
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o
~1" PlanB

La Région
Auvergne-Rhéne-Alpes

Agence Natianal de a Recherche

AN

Labcom

u:) FUNDBYU

Découvrir, Croire, Soutenir
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